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Abstract 
For the limitation of small redundancy and small amount of hiding information in text documents, especially in plain 
text documents, hiding information in plain text document is a difficult problem to solve. Most majority of the 
algorithms based on text document have been adopted the form of single text segment, of which the security is 
unpromising. This paper proposes an alternative multi-text information hiding algorithm, in which the carrier texts 
determine the way of hiding information. The hidden information would be embedded effectively according to the 
amount and the type of the carrier to be distributed into multiple text segments to be stored. Compared to other 
algorithms, the distributed storage of hidden information in the new algorithm could greatly increase the amount, 
secrecy and security of information hiding. Meanwhile, with higher flexibility, the algorithm could be deformed or 
adjusted, according to specific practical situation, in order to be better applied to the actual demand. 
© 2011 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of [CEIS 2011] 
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1. Current algorithm for hiding information in text 
In recent years, information hiding is an emerging research topic in information technology field,  and 
is widely applied in copyrights protection, secret transmission and storage, covert channels ,anonymity 
technology and so on. Information hiding technology differs from the traditional cryptography in terms of 
hiding the confidential information in the carrier to be transmitted. According to the characteristics of text 
documents, information hiding should satisfy two requirements [1]. One is that the readability of the text 
information could not be affected by hiding, the other is no visual sensing abnormality in content 
representation. There are several schemes of text hiding information technology [2-4] at present. (1) 
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Information hiding based on text format, such as line spacing encoding method and word spacing method. 
(2) Information hiding based on text grammar, of which the basic idea is to substitute the hidden 
information for some natural language according to certain rules. (3) information hiding based on 
semantic, of which the basic principle is to hide the confidential information in the process of modifying 
one normal passage into another normal passage, and this scheme is more often combined with synonyms 
substitution to Improve the concealment. (4) Information hiding based on text eigenvalue, for example, 
hiding information according to text font, color, underline and so on. 
2. Information Hiding System Model  
2.1. Basic algorithm description 
At present, information hiding algorithms in text are generally based on a certain text segment, on 
which all operations of the algorithm will act. With enough information, you can restore the original 
information from this text segment. If the secret information is hidden in several text segments, what 
result will come out? The new algorithm is about hiding a secret message in a few of text segments and 
the original secret information can not be restored from any one of segments. The corresponding relation 
among multiple text segments is as a part of the key of the hiding algorithm. In general, only the sender 
and receiver of the secret information know the corresponding relation, and it is extremely difficult for 
any unauthorized persons to get it. 
There are two steps in the proposed algorithm based on multi-text. Firstly, according to the number of 
the carrier texts (it must be n2 or more), the secret information is divided into n2 parts by XOR 
decomposing of n (n> = 2) times. Secondly, every part of the secret information is embedded into 
different carrier texts, according to the categories of carrier texts. For instance, when the carrier text is 
about Mathematics Science and Technology, including too much mathematical formula, punctuation 
marks and mathematical code, the method of embedding between the Word Categories could be adopted. 
When the carrier text is of literature category, the method of transferring the carrier information, such as 
synonym replacement could be adopted to embed secret information. When the carrier text is an 
illustrated text, the method by utilizing the format of carrier text could be adopted. While for other types 
of carrier texts, the key could be utilized to embed the hidden information. In the following Figure 1 
shows the method of embedding information into n2 different carrier texts. As there exist various parts of 
a secret message and different carrier texts, so there are so many hiding arrangements, from which a 
higher degree of covert arrangement could be selected. Meanwhile, the secret information after being 
decomposed is embedded into different carrier texts, the distributed information can not be restored from 
any one of the texts, and consequently the safety is improved greatly.  
Fig. 1. Schematic diagram of carrier text selection 
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2.2. Decomposition of hidden information 
The information hiding algorithm mainly consists of two steps: first, the secret information is XOR 
decomposed. Second, every part of the decomposed secret information is embedded into different carrier 
texts. The way of XOR decomposition is as follows. All the bit strings with the length of n can be 
decomposed into two or more ordered bit strings with the length of n to ensure the XOR decomposition 
results of all the decomposed bit strings is equal to the original bit string. 
One thing we should pay attention to is that there are  n2  decomposed forms through XOR 
decomposing of the bit strings with the length of n, so how to select the most appropriate form of 
decomposition is the key of the algorithm. The selection method proposed in this paper is as follows. At 
first, for each hiding, calculate the coefficient of the danger degree of each piece of information, which is 
the relevant degree between the watermark information and the selected carrier type. Then, select the 
decomposed form with the smallest danger degree coefficient as the best hidden form. 
2.3. The carrier selection 
Embedding between the Words  
The text is consisted of characters or formula, and problems of character encoding exist in the internal 
representation in computer. There are a variety of standards about the conventional character internal 
code. As for English characters, the most commonly used is the ASCII code. As for Chinese characters, 
the most commonly used is Simplified Chinese character set [5] GB2312, GBK2312. Embedding between 
the words, that is, embedding the sections of hidden information by selecting character coding standards 
of the carrier text to hide information. As for words, people are not sensitive to punctuation, so there is 
the possibility of embedding. Replacements of the common punctuation marks between Chinese and 
English characters is unobvious generally, whereas the code has changed in the background, thus could 
hide information. For example, use commas, periods, or substitute two English single angle brackets for 
angle quotes and so on. In such texts, it is important to take advantage of formulas and code to hide the 
information. 
Carrier Information Transformation  
This method is to provide a conversion, which is in fact synonymous substitution. Synonymous 
substitution[6] has the advantage of high degree of security, and it is relatively simple to implement. 
Adopting synonymous substitution in algorithm for each part of hiding information takes into 
consideration not only the security of hiding algorithm itself, but also the difficulty of realization. 
Carrier Format  
Format is about the arrangement of the elements ( such as title and subtitle text, lists, pictures, tables, 
charts, AutoShapes, and movies)  in the chart ,and about font, size, word color, word spacing, line width, 
line spacing, and so on. For text documents, format can be used to embed a lot of information. 
Embedding information through format of carrier text is hiding by utilizing format resources. For 
example, the background or the window of the text editor can be adjusted by selecting different degree of 
hue, saturation and brightness; there are some text editing software, which adopt the “three-color” form, 
that is , red, green and blue (R, G, U) [7]. There will be a variety of value combinations, and without any 
obvious change in the font color, by adjusting slightly the values of color R, G, U. I will give an example 
to explain in detail. There are three colors (R, G, U), and there are n (maximum is 256) kinds of values for 
each color, so there are 3n  kinds of combinations in all. When n=16, the corresponding black font is 
changing from (0, 0, 0) to (15, 15, 15) for color fine-tuning, which has 4096 kinds of combinations and it 
is equivalent to 12-bit binary number. Here we could consider RGU3 as hexadecimal digit code, and then 
we could achieve exchange between RGU value and binary watermark encoding through reduction 
formula between binary and hexadecimal, thus one RGU value corresponds to 12-bit value of the binary 
3939Yuanzhong Shu et al. / Procedia Engineering 15 (2011) 3936 – 39414 Yuanzhong Shu,Lei Liu, Weina Tian,Xiaofeng Miao / Procedia Engineering 00 (2011) 000–000 
encoding. This way a huge amount of watermark information could be embedded. In order to achieve a 
satisfied hidden effect, we intend to hide the  watermark information sections by redundancy embedding.  
Key embedded 
At present, information hiding technology can be broadly divided into three categories: no key 
information hiding, private key information hiding and public key information hiding [8].
In this paper, we adopt the private key information technology, 'CC KM ⎯→⎯ , where C is carrier, M 
is the set of potential information segments, K is the set of potential keys. And '** CKMC ⎯→⎯ is
inline function， MKC ⎯→⎯*' is extraction function。In this algorithm, the original carrier objects 
will be needed while adding and extracting the keys. This method is applied in a limited range, and we 
need to take transmission and similarity of the original carrier into consideration, which will result in 
security reduction and inconvenience to use. 
2.4. Algorithm process 
The hider could get  n2  decomposed watermarks through XOR decomposing of the watermark 
information n (n> = 2) times, according to the amount of the carrier texts. Then, the scattered hidden texts 
contain the watermarks are obtained, by embedding the decomposed watermarks into different carrier 
texts according to the algorithm decided by the categories of carrier texts. Next, via the transmission by 
the Internet or other media, the watermark receiver get these hidden text segments contain the watermarks. 
Lastly, the watermark receiver selects the information hidden in the carrier text segments via the 
corresponding XOR decomposition, extracts the watermarks effectively, and finally gets the required 
watermark information. The algorithm process is described in Figure 2. 
Fig. 2. monolayer in multi-text segments algorithm 
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3. Algorithm Performance Analysis  
Here we will compare the new algorithm with the general algorithm[9] for hiding information in text, by 
giving an example of the synonymous substitution algorithm in a single text. In the algorithm, the original 
word would be replaced by an inappropriate one generally, because the replacement is determined by the 
hidden information. While in multi-text, with many more replacement options, an appropriate selection 
could be achieved. 
Now we will argue for the safety of the proposed algorithm from the capacity of fighting against 
algorithm of detecting the hidden information. 
Now the usual detection is adopting statistical method and semantic analysis method. The two methods 
are both detecting from the change of statistical and semantic properties resulted from the carrier 
amendment by the algorithm. There are a variety of hiding forms for the same secret information, and the 
hiding could be layered, so we could select the form which has little effect on statistical and semantic 
properties to improve the concealment. In the following we will prove that the concealment of the hiding 
algorithm based on multi-text would be better than that of the algorithm based on single text as long as 
the appropriate hiding form is selected. We will give an example, if n bit of secret information is 
embedded in, the corresponding synonym groups (assume synonym groups are of the same size, if not, 
reasoning the same way) in the text ( mTTT ,,, 21 …… ) are: 
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Here nmN = . Positive factors on the detection algorithm generated by replacing the original words of 
the carrier text with words in synonyms groups could be compared in term of similarity. Suppose formula 
(1)  represent s the set of degree of similarity related to the synonym groups 
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In the set represented by formula (2), the similarity related to the original word is 0 and that of the other 
substitution algorithm is Non-negative. Suppose their average is nrrr ……21 , respectively. From the 
algorithm description we know that there are N pairs of replaced noncrossing words 
( iNii www ……,, 21  ), the corresponding risk factor is( iNii rrr ……,, 21 ), and 1 mi ≤≤ 。Suppose that 
all replaceable words can be selected of the equal probability. When embedding through the algorithm 
based on the single text , the similarity of the two texts is the average of their corresponding risk factor 
sets, in the case of equal probability of being selected, that is mrrr ……,, 21 . As long as finding a pair of 
words, of which the sum of the risk factor is no more than ∑n ir1 ， the proposition would have permit 
certificate. It could be proved by a simple reduction to absurdity. 
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 In addition, the algorithm distributes the secret information in space, thus could increase the 
complexity of information hiding. In this way, getting any one part of information is meaningless, so that 
the security of the algorithm could be further enhanced. Meanwhile, the new algorithm has the advantage 
of the usual algorithm based on semantics, that is, resistance to the re-layout of the carrier text. Also, as 
the reduction algorithm only uses the thesaurus, even under the circumstances that the hidden analysts 
attacks the hidden object passively or actively, the algorithm can still be effective against the modification 
or deletion of part of the text content and other transformation, thus the algorithm has good robustness. 
4. Conclusion 
In this paper we have proposed a new hiding algorithm model, which is effective for hiding 
information in text, especially in plain text; hidden information could be distributed effectively through 
the decomposition time after time and then embedded through the multiple choices of the carrier text. In 
this way, the concealment of the hidden information text could be enhanced effectively. Meanwhile, 
similar to the general algorithms based on semantics, this algorithm can resist the re-layout of the carrier 
text, modification, deletion of the key texts and other operations as well, so with higher robustness. 
Acknowledgements 
At the completion of my paper, I wish to express my deep gratitude and great appreciation to my 
respectable supervisor, Prof. Yuanzhong Shu, who has provided constructive suggestions and valuable 
advices. His effective guidance has led me through all stages of writing process, from the formation of the 
ideas to the final completion of this thesis. This program is sponsored by the National Natural Science 
Foundation of China under Grant(No. 60973096). 
References 
[1] Wang Yumin, Zhang Tong, Huang Jiwu, etal. Information hiding - theory and Technology [M]. Beijing. Tsinghua University 
Press, 2006  
[2] Wang Haichun, Qiu Jifan, Qiu Dunguo, etal. Design and implementation of a steganography system based on word document 
[J]. Computer, 2006, 22 (10-3): 47-49.  
[3] Xin-Peng Zhang, Wang Shuo, Zhang Kaiwen, etal. Digital steganography and steganalysis [M]. Beijing: Tsinghua University 
Press, 2005.  
[4] TAKIZAWA Osamu, MATSUMOTO Tsutomu, NAKAGAWA Hiroshi, etal. Information hiding on digital documents by 
adjustment of new line positions [J]. Journal of the National Institute of Information and Communications Technology, 2005 (52).
[5] Zhang Hua, Zhang Hang.  Survey on Chinese character recognition method [J]. Computer Engineer, 2010 20 (36). 
 [6] Mo Jia. Design and implementation of information hiding system based on word test [J]. Computer Applications and 
Software, 2009, 26 (12)  
[7] Deng Kai, Wang ke, Lu Changde. Research of color design method based on 3D semantic space [J]. Computer Engineering 
and Applications. 2008, 44 (7): 106-108.  
[8] Niu Xinxi. Information hiding and digital watermarking [M]. Beijing University Press, 2004  
[9] Gan Can, Sun Xingming, Liu Yuling. An improved steganographic algorithm based on synonymy substitution for Chinese 
text [A]. CIHW [C]. 2007. 
